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Australia is severely under pressure in 

tackling our national security contests 

posed by critical undersea communication 

cable damage 

 
 

A former senior government minister within the 
Department of Defence , Mike Pezzullo, has 
warned that the risk of war between China and 
Taiwan is growing rapidly—and if it breaks out, 
Australia will be forced to join in. 
 

'We don't really have a choice,' he says. 'Our mili-
tary, ports, bases, intelligence systems - they're 
all deeply tied to Americas,' he stated. 
 

Mr. Pezzullo also warned that Australia’s internet 
could be crippled if conflict breaks out. Critics say 
a harder stance on Beijing could hurt Australia’s 
economy, but Mr Pezzullo says that’s irrelevant if 
global conflict erupts. 
 

He revealed that our country Australia, is danger-
ously exposed, with 99 per cent of Australia’s in-
ternet traffic is funnelled through just 15 undersea 
cables.  
 

If these cables were to be destroyed by enemy 
submarines or unmanned vessels, Australia 
would be digitally isolated, opening the way for 
targeted strikes on not only commercial, but mili-
tary infrastructure as well. 
 

'We would most definitely want to ensure that 
those undersea communication cables are pro-
tected,' Mr Pezzullo said.  
 

Pezzullo also warned, Australia's fuel stockpile 
security is dangerously fragile, with 90 per cent of 
oil and petrol arriving into Australia through the 
South China Sea and only 60 days 
(approximately) of reserves held in storage. 
 

Australia's high-ticket defence projects, including 
AUKUS nuclear submarines and new frigates, are 
progressing, but Mr Pezzullo says they remain a 
few years away from completion. 
 

Plan A is always peace through diplomacy.  
 
But “If you want peace, prepare for war.” 
 
 
 
 

Further Afield  
 

Looking back, in late November 2024, a 1,200 
metre undersea fibre-optic cable linking Finland 
and Germany was severed. The two countries 
said in a joint statement that they were investigat-
ing the incident, which “immediately raises suspi-
cions of intentional damage.”   Europe’s security 
is threatened by Russia’s war against Ukraine. 
The joint statement described the incident as 
“hybrid warfare by malicious actors” and noted 
that safeguarding “our shared critical infrastruc-
ture is vital to our security and the resilience of 
our societies.” 
 

Similarly, around the same time, an Irish patrol 
vessel escorted a Russian oceanographic re-
search vessel, widely regarded as a spy ship, 
from the vicinity of sensitive cables in the Irish 
Sea after it was observed loitering and operating 
drones in the area. 
 

In March 2024, there was the incident with the 
Belize-flagged Handymax-size bulk carrier cargo 
ship MV Rubymar incident. The bulk carrier was 
damaged by missiles from Houthi forces in the 
Red Sea and subsequently abandoned. While 
abandoned and drifting, it managed to cut three 
subsea data cables connecting Europe and Asia. 
Salvage companies could not intervene as they 
feared coming under attack. 
 

Up to 99 per cent of transregional digital data to-
day is transported by the global subsea data ca-
ble system. This system is the backbone of the 
internet and digital communications.  
 

However, the network is vulnerable and open to 
failure and direct attack. Island states are espe-
cially at risk as a single failure can have dramatic 
consequences and even lead to the shutdown of 
the economy, as has been experienced by sever-
al cable failures connecting the Kingdom of Tonga 
(Island Country of Polynesia). 
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Chinese Ship Anchor Ripped Apart Baltic Gas Pipeline 
Pic: news.sky.com 

On The Homefront 

Australia has yet to adequately grapple with the 

unique challenges that critical seabed infrastructure 

protection poses to our national security. Significant 

sums are invested into submarine networks that 

connect Australia. Of the A$29.14bn invested in new 

submarine cable networks between 2014 and 2023, 

A$3.62bn was spent in Australia – 12 per cent of the 

global total. Of the A$16.1bn set to be spent on un-

der-construction and high-credibility proposed sub-

marine cable projects, about A$1.72bn will be spent 

on Australian cables – 10 per cent of the global to-

tal.  

A key element of submarine cable networks is the 

landing stations. They mediate data between sub-

marine cables and terrestrial networks or data cen-

tres. Australia’s main landing stations are in Syd-

ney’(NSW) and Perth (WA). However, in the future, 

there will be more diversification of our international 

landing points. In 2024, the Darwin-Jakarta-

Singapore cable was completed, resulting in the first 

international submarine cable connection into Dar-

win (NT). 

While submarine data cables are the most important 

seabed links between Australia and the world, the 

sea and the seabed will house a growing number 

and variety of green energy generation facilities. Off-

shore renewable energy farms will appear on our 

coasts with new seabed infrastructure.  

Offshore solar farms and wave energy connectors 

will introduce more critical seabed infrastructure. 

Seabed electricity cables will grow in prominence in 

Australia. Whether Australia follows the path of Den-

mark – which has plans for “energy islands” to be 

built up to 100km into the North Sea to provide for 

the substations, a harbour and service facilities – 

remains to be seen. 

Of particular note, there are a range of threats and 

risks to offshore wind farm systems, whether it be 

the wind turbines, their land-based substations or 

undersea connecting cables.  

There is the concerning potential for a collision be-

tween a ship and a wind turbine or substation at 

sea. Damage to undersea power cables could be 

caused from ship anchors or fishing practices such 

as bottom trawling. There is also a significant poten-

tial for theft and vandalism, especially copper theft. 

There is also the potential for cyber-attacks that tar-

get a wind farm network. 

A terrorist attack on offshore wind farm infrastruc-

ture should not be discounted. Given the growing 

importance of underwater electricity grids and off-

shore wind farms for our longer-term energy securi-

ty, this infrastructure will be a plausible target in any 

conflict. 



From The Crows Nest  5 

 

Australia’s International Undersea Cable Layout 

Pic : www.acma.gov.au 

 

The Australian government recently announced it 

would spend A$18 million over four years on a 

new centre aimed at keeping safe the undersea 

cables that power the nation’s internet. 

The Cable Connectivity and Resilience Centre 

(CCRC) will be tasked with protecting the critical 

undersea telecommunications cables throughout 

the Indo-Pacific region from deliberate interference 

from malicious acts, or accidental damage. 

This is a crucial undertaking. The internet directly 

contributes A$167 billion or more a year to the 

Australian economy. These cables enable every-

thing from mundane social media updates to the 

colossal transactions that drive the global econo-

my. 

 

 

 

 

 

But what is driving Australia’s urgency to better 

protect these crucial cables now? 

The backbone of the internet 

Undersea telecommunications cables are laid on 

the ocean floor at depths down to 8,000 metres. 

They trace their origins back to the mid-19th cen-

tury, driven by business interests and the need for 

imperial control. 

The British Empire invested in these cables to con-

nect and control its distant territories. In fact, they 

were referred to as the “nervous system of the 

British Empire.” 
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Submarine Telegraph 1858 Between USA & Europe 

Pic : keepovin.com 

The first transatlantic cable in 1858 demonstrated 

the potential for rapid communication between conti-

nents. This revolutionised business and  govern-

ance. connecting Europe and America. 

Those cables are typically no wider than a garden 

hose and they contain optical fibres wrapped in a 

thick layer of plastic for protection. They can transmit 

data from one end of the cable to the other at 

speeds of up to 300 terabits per second. 

For context, 20 terabits per second can stream    

approximately 793,000 ultra-high-definition movies 

at the same time.                                      

 

With a capacity of 300 terabits per second, the pos-

sibilities for handling digital data are virtually limit-

less. 

Today, there are currently around 1.4 million kilome-

tres of submarine cables in service globally.  

The new centre, CCRC will provide technical assis-

tance and training across the Indo-Pacific. It will also 

support other governments in the region to develop 

better policy regarding undersea cables. 
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Undersea Fibre Optic Cable 

Pic : www.youtube.com 

In 2011, Australia was the first country to join the 

International Cable Protection Committee (ICPC), 

which works to improve the security of undersea 

cables. 

Australia has designated protection zones and strin-

gent regulations for undersea cables. Other coun-

tries and industry bodies see this as the gold stand-

ard. 

Australia has established the new CCRC to address 

vulnerabilities posed by its growing dependency on 

the internet. 

But global techno-political developments have also 

played a significant part. 

 

New Threats 

Artificial intelligence (AI) has become the defining 

feature of the United States-China competition for 

technological dominance. And we have access to 

internet based AI tools because of undersea cables. 

Breakthroughs in AI also could revolutionise 

productivity, industry and innovation. AI is already 

being used in medical research, diagnosis, banking 

and to streamline workflows. And the defence sec-

tor is growing increasingly reliant on AI for data 

analysis and advanced weaponry. 

This further underscores the urgent need for robust 

data protection – which includes keeping undersea 

cables safe. 

To address this challenge, the ADF needs advanced undersea surveillance 

capabilities to deal with the complexity of these emerging threats. 

Fully integrated sensor systems and networks will be required to provide 

persistent coverage over wide expanses of ocean. These capabilities will require 

the capacity to be rapidly and flexibly deployed to areas of interest, and have 

sufficient endurance, to operate effectively over a range of conditions in deep 

water and shallow littoral environments. They will need to complement, work 

cooperatively and integrate with other ADF maritime capabilities and support 

interoperability with coalition partners. 



From The Crows Nest  8 

 

Internet Cables – Pacific Region 

Pic ; ANU (Pacific Affairs) 

Undersea surveillance aims to provide awareness and understanding of 

what is happening in the underwater environment for relevant marine areas of 

interest and is an essential enabler for undersea domain awareness (UDA). UDA is 

the component of maritime domain awareness that covers anything that operates 

within the underwater environment or that can influence the broader maritime 

domain from underwater and is dependent on both sensing to detect objects 

within the environment and communication to report these to operators and 

commanders. From a security perspective, the focus of UDA includes sea lines 

of communication (SLOC), coastal waters and maritime assets with reference 

to hostile intent and the proliferation of submarine and other undersea warfare 

capabilities intended to limit access to the ocean and littoral waters. 
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Undersea Cable Open To Sabotage From Foreign Sources 

Pic : policyexchange.org.uk 

Australia has established an Indo-Pacific Cable 

Connectivity and Resilience Centre to provide 

technical assistance and commission research 

to improve the management of submarine cable 

networks across the region. We are countering 

the growing proliferation of submarine cable  

networks owned by Chinese firms by investing in 

new cable projects across the Pacific. Australia 

owns a substantial share of the communications 

cable that connects Sydney with Port Moresby 

and Honiara. We are in partnership with the US 

and Japan to fund the East Micronesia cable, 

which will connect the Federated States of     

Micronesia, Tarawa in Kiribati and Nauru to an 

existing cable system. 
 

But little has been done to address possible 

damage caused by hostile nations or proxies. 

Our civil maritime security strategy issued two 

years ago was silent on protecting critical      

seabed infrastructure. This year’s Australian  

National Defence Strategy did not mention sea-

bed infrastructure and communication cables.  
 

In April 2023, the Defence Department           

announced the purchase at a price of AU$110 

million for the 107m-long Norwegian-flagged  

MV Normand Jarl.    

 

This vessel has been renamed the Australian 

Defence Vessel (ADV) Guidance.    Defence 

noted that the vessel would support “undersea 

surveillance systems trials, including the ability 

to deploy undersea crewed and uncrewed vehi-

cles, and robotic and autonomous systems.” The 

vessel’s exact role has not been disclosed. 
 

There is some promise that AUKUS could have 

a useful role in seabed protection.  There is the 

AUKUS Undersea Robotics Autonomous Sys-

tems (URAS) project.  But there is no infor-

mation to link this project to civilian critical sea-

bed infrastructure protection.  In November 2024 

Britain, the US and Australia jointly conducted 

an exercise off Australia’s east coast that as-

sessed autonomous undersea warfare capabili-

ties. Our new ADV Guidance participated in the 

exercise.  
 

Seabed infrastructure protection needs to be 

better integrated into our defence and maritime 

security strategies. ADV Guidance is part of the 

RAN's National Support Squadron as of 2025 

and is mainly used for USV and UUV trials for 

the RAN.  The vessel was modified to carry 2 

davit-launched Zodiac RHIBs (Rigid Hull        

Inflatable Boats).  
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When a potentially hostile seabed incident occurs, 

as well as swiftly repairing the damaged infrastruc-

ture, urgent investigations must ensue to identify 

the culprit.  

But these tasks are often complicated by the re-

moteness of the incident location, coordination with 

private industry, by the depth of the break, by juris-

dictional issues and by prevailing geopolitical     

tensions.  

In a crisis, access to highly specialised cable-repair 

ships would be challenging. 

Incident response could be facilitated by a new    

co-ordination body within our navy or the Depart-

ment of Home Affairs. We need to acquire capabili-

ties to monitor and protect critical seabed infra-

structure. We do not yet know if the new ADV 

Guidance will play such a role. 

Cable Laying Vessel 

Pic : Storage.googleapis.com 

Indeed, most of the critical seabed infrastructure 

is owned, operated and repaired by the private 

sector. Coordination between navy, government 

and industry stakeholders is critical. The is the  

need to better protect seabed infrastructure by 

including such assets in our critical infrastructure 

protection policies.  
 

These policies aim at co-ordinating risks assess-

ments and security responses across various  

industry sectors. But underwater fibre-optic      

cables, electricity cables and wind farms have 

hardly featured in these policies.  

                                                                           

The seabed is a new challenge for all nations. 

Uses of the seabed have multiplied, with a grow-

ing density of infrastructure.  
 

The dominance of tech giants such as Google 

and Amazon is another complicating factor. They 

control more than 20% of new subsea cable in-

stallations in the cable industry. 
 

For example, Australia can learn from countries 

such as Singapore, which has ambitious cable 

management strategies. These include plans to 

double Singapore’s cable network by 2033. 
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The newly announced Cable Connectivity 

and Resilience Centre  (CCRC) heralds a 

shift in Australia’s approach to digital infra-

structure security. 
 

Historically, Australia has taken a confron-

tational stance towards containing Chinese 

tech.   This is exemplified by its 2016 rejec-

tion of Huawei’s bid to build the Coral Sea 

Cable, citing national security concerns. 
 

However, the fact the new centre sits with-

in the Department of Foreign Affairs and 

Trade (DFAT) signifies a transition towards 

a more diplomatic approach. 
 

It reflects Australia’s intent to mitigate   

China’s influence over subsea infrastruc-

ture, Artificial Intelligence (AI) and  technol-

ogy standards while balancing national  

security with diplomatic engagement. 
 

Will it work? Only time will tell. But the shift 

from confrontation to diplomacy is a wel-

come development.   It will likely help Aus-

tralia navigate an increasingly complex 

global technological landscape. 
 

Concluding 
 

During the February 2025 circumnavigation 

of Australia by Task Force 107 by the PLA 

N (China), there was a question of the  

Chinese presence of a PLA N submarine 

being attached to the Task Force. 
 

“If” indeed there was a nuclear submarine 

accompanying their Task Force, what role 

would that submarine have played during 

its period in Australian waters ?  
 

Again – “If” there was the opportunity to 

conduct such an operation – undersea  

cables “could” have been the subject for 

interrogation by eavesdropping on a    

number of systems ! 

 

 

 

 

Undersea Cable Damage 

Pic : www.washingtontimes.com 

Undersea Cable Inspections 

Pic : www.msn.com 
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Just A Thought 

Readers may recall in our September 2025 Edition of the Newsletter; I wrote of the Australian Govern-
ments intention to invest A$1.7bn of taxpayers’ money into the “Ghost Shark” project in collaboration with 
the USA. 
 
After a little bit of research between the physical sizes of the Ghost Shark and an Arafura Class OPV, 
here’s the thought ; 
 
 The Arafura Class OPV is fitted with a stern ramp, primarily to launch and recover the vessels larger 

Rigid Hull Inflatable Boats (RHIBs) (approx..10m) in sea states of approx.. State 4. 

HMAS Arafura – OPV 

Pic : Matt Welsby 
HMAS Arafura – OPV 

Pic : Matt Welsby 
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 Would it be a feasible, achievable and economical process to “investigate” the possibility of de-
signing and adapting a heavy-duty marine grade cradle that could be fitted to the already existing 
RHIB cradle to house a Ghost Shark, 

 The cradle must be of a design where it can be rapidly installed and/or removed as and when the 
operational exigencies arise. 

Ghost Shark 

Pic : www.chinastrategy.org 

 A path of deliberation for Defence to actually consider is, in this writer’s mind, another tool in the 
toolbox for the R.A.N. and Defence to add to the Arafura Class OPV operational applications for 
deployment to remote Northern areas of Australia and Pacific Regions. 

 With the redesign and employment of the stern door launch/recover system on an OPV, it could 
remove the cumbersome and time consuming task in the use of a ships crane/gantry system  

Ghost Shark 

Pic : www.news.com.au 
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What Would The Pro’s and Con’s Be 
 

The engaging and operational possibilities are endless if desiring to maximise the capabilities of this 
piece of kit operating from an Arafura Class OPV. 
 

This writer and more than likely a whole host of Defence personnel are currently unaware of the multi-
plicity of technical specifications and support mechanisms required to place the Ghost Shark into an 
actual “operational” theatre, however, I’m sticking my neck out here and would hazard a guess, that a 
major proportion of support equipment may/could be established within sea containers and secured to 
the flight deck of the OPV for deployment.   Shipped through Land, Sea and Air logistics for rapid de-
ployment, either around Australia or Internationally. 
 

I strongly believe the Arafura Class OPV, operating a Ghost Shark (or several simultaneously) could 
be a consideration not to be underestimated !    Just remember – don’t throw the baby out with the 
bath water ! 
 

Whilst the primary role of ADV Guidance will be to support undersea surveillance systems trials, in-
cluding the ability to deploy undersea crewed and uncrewed vehicles, and robotic and autonomous 
systems, it is only one (1) vessel, therefore limiting its’ operational capabilities in a time of conflict, 
whereas with the Arafura Class OPV’s operating in multiple numbers would be far more proficient in 
the requirement. 
 

Ghost Shark 

Pic : www.twz.com 

sic parvis magna 

“Greatness From Small Beginnings” 


